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What this report contains 

Executive Summary 

This section provides a non-technical overview of the scope of the project, the key findings from the 
testing work carried out and highlights the areas we see as most important or urgent in needing 
attention to improve the security of the system under test. 

Target Information 

This lists what was tested and the type of testing carried out. 

Methodology 

This is a short, technical description, of physical way that the testing was undertaken. 

Issue Summary 

This is a high level, technical, summary of each issue found. It’s common for this section to contain 
multiple examples of the same type of issue as we list every instance of an issue we find so that there is 
a clear list of everything that needs to be fixed – i.e. If we find a form that is insecure it’s possible that 
each individual field within the form has the same type of issue and so if the form has five fields; First 
name, Last name, Email address, Company name and comments these would be listed as 5 issues as 
each field needs attention. 

Vulnerability by Severity 

This is a visual representation of the different levels of issues found to provide a quick overview of the 
number of each type individually and in relation to the application as a whole. 

Details of Individual Issues 

This is a detailed list of each issue found containing, where possible: 

• Affected assets – what in the system has the issues 

• Severity – on a 5-point scale from ‘Critical’ to ‘For information only’ 

• OWASP / CWE mapping – how the issue relates to security testing methodologies or databases 

• Technical description – a detailed technical explanation of the issue 

• Steps to reproduce – how to verify the issue exists and to check that it has been fixed 

• Business impact – a non-technical description of the potential impact of the issue 

• Solution and/or mitigation – what’s required to fix the issue 

• External technical reference links – additional information in the public domain to provide more 
insight into the type of issue, other ways to fix it etc. 

As with the issue summary, every instance of an issue is listed individually to provide a detailed, step-by- 
step guide for all fixes required. 



Executive Summary 

Appsecco was contracted by Law Firm Services to conduct Web Application Security Testing to 
determine if there were security weaknesses in the LFS Gateway application and the new features 
implemented in the tenant applications that can render the environment insecure and allow an attacker 
to gain access to any data that is accessible via them or gain access to the underlying operating system. 

The testing was carried out on 14th, 16th, 17th and 18th January 2019 on the testing setup of the LFS 
Identiy Server, LFS Gateway and the associated API servers and web applications 

The OWASP Top-10 2013, OWASP Top-10 2017 and CWE was used as the reference frameworks to 
evaluate and categorise the discovered security issues. 

Summary of Results 

The new features implemented in the LFS application were tested extensively for any authentication and 
authorization weaknesses that could allow an attacker to access data across tenant boundaries by any 
vulnerabilities prevalent in the applications in scope. 

The testing showed that the environment is secure and the authentication and authorization controls 
are implemented properly preventing an attacker from gaining access to the data or account of a 
different user either in the same tenant space or across the tenant boundary. 

Low severity issues were discovered wherein the server side library used to generate the PDF summary 
of client questionnaire reveals the name and version number of the software and the Author who 
created the documents. Owing to no public exploits available for the version of the library and access 
required to leak this information, this issue has been rated low.  

It was also found that the application does not clear localStorage within the browser when a logout 
request is made. The localStorage was found to contain potentially sensitive information in the form of 
client identifiers. Although not exploitable, this leak of information was recorded for brevity. 

Conclusion 

The application’s environment was found to withstand injection and parameter modification attacks. 
The backend is built with authentication and authorisation in mind that prevented any cross tenant data 
access to become possible. This was tested by manipulating the tokens, cookies as well as the host 
headers that the API’s use to send data back. The application exhibits sturdy access control and allows 
only valid and authorised users to perform actions. 

The new features implemented within the application, namely “My Tasks”, “My Quotes” and “Case 
Tracking”, along with individual subsets of these features like file upload and download were all checked 
for authorisation issues, Insecure Direct Object References and manipulation of access tokens in an 
attempt to gain access to cross user and cross tenant data. We were unsuccessful in achieving cross 
boundary access with the credentials that were provided to us. 

Multiple low severity vulnerabilities were discovered wherein the application leaks the name and 
version number of the library that was used to generate the PDF summary file under the “My Tasks” 
feature, via the PDF meta data section and the Authors name as David Green. 



It was also found that the application does not clear the localStorage within the browser when a logout 
is performed. 

The application is able to withstand attacks originating from an authenticated as well as an 
unauthenticated user session. No weaknesses were discovered that would allow cross user or cross 
boundary access to data or the account itself. 



Web Application Security Assessment 

Target Information 

The purpose of this Web Application Vulnerability Assessment was to discover weaknesses, identify 
threats, vulnerabilities and security issues in the web applications provided as part of the scope. 

The scope included following hosts and types of testing:  

Application Domain Platform Technology Type of Testing 

Tenant 1 
Web 
Application 

https://tenant1.hemmings-
walker.co.uk 

Windows/Azure Static/Microsoft-
IIS/8.0 

Web 
Application 
Security 
Assessment 

Tenant 2 
Web 
Application 

https://tenant2.hemmings-
walker.co.uk 

Windows/Azure Static/Microsoft-
IIS/8.0 

Web 
Application 
Security 
Assessment 

Identity 
Server/STS 

https://account-
ten1.hemmings-walker.co.uk 

Windows/Azure ASP.NET Core/Kestrel Web 
Application 
Security 
Assessment 

Identity 
Server/STS 

https://account-
ten2.hemmings-walker.co.uk 

Windows/Azure ASP.NET Core/Kestrel Web 
Application 
Security 
Assessment 

API Server https://api-
demo.lawfirmservices.co.uk 

Windows/Azure ASP.NET Core/Kestrel Web 
Application 
Security 
Assessment 

Discovery API 
Server 

https://discovery-
demo.lawfirmservices.co.uk 

Windows/Azure ASP.NET Core/Kestrel Web 
Application 
Security 
Assessment 

API Server https://tenants-
demo.lawfirmservices.co.uk 

Windows/Azure ASP.NET Core/Kestrel Web 
Application 
Security 
Assessment 

Data storage 
and PDF 
generate API 

https://lfsdemodocuments.az
urewebsites.net 

   

  



Methodology 

Testing Setup 

We setup an attacker machine in the UK so that our attack traffic was closer to the target. The attack 
traffic originated from the UK IP - 209.97.133.232. 

This IP was provided to Law Firm Services before we began testing. The chain of traffic to the target was 
as below: 

 

Browser > Burp Suite Pro > Secure SOCKS Tunnel > 209.97.133.232 > API/Web App 

 

  



Issue Summary 

1. Full name and version number of DevEx Tools PDF producer exposed via generated 
PDF file 

The application generates a PDF file as part of the functionality. This PDF file contains the full name and 
version number of the PDF generation library. 

2. Full name and version number of DevEx Tools PDF producer exposed via generated 
PDF file 

The application generates a PDF file as part of the functionality. This PDF file contains the full name and 
version number of the PDF generation library. 

3. Application does not clear LocalStorage upon logout 

The affected application does not clear LocalStorage upon logout. LocalStorage contains potentially 
sensitive information in the form of variables used by the application. 

 

  



Vulnerability Distribution by Severity 

 

Summary of Issues by Severity 
Severity Count 

Critical 0 

High 0 

Medium 0 

Low 3 
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1. Full name and version number of DevEx Tools PDF producer exposed 
via generated PDF file 

Affected Assets 
• https://lfsdemodocuments.azurewebsites.net 

Severity 

Low 

OWASP / CWE Mapping 
• [ OWASP-2013-A5 ] Security Misconfiguration 

• [ OWASP-2017-A6 ] Security Misconfiguration 

Technical Description 

The application uses DevExpress’s XtraReport library to generate PDF files using ExportToPdf function. 
The resulting generated PDF contains the full name of the producer software and the creator in its meta 
data. The data to this PDF file is supplied by a user, hence it is theoretically possible to pass data to the 
PDF library that could cause a potential weakness to be exploited. 

The name of the software discovered in the meta-data is “Developer Express Inc. DXperience (tm) 
v18.1.6”. The name of the creator “David Green”, as obtained from the PDF meta data. 

Steps To Reproduce 

To be able to make the server generate a PDF, we will need to submit a questionnare and then 
download the summary 

1. Login into the application and go to the “My Tasks” section. 

2. Complete a available questionnaire and submit or click on the more options menu and select 
“Show Completed Tasks” if you have a completed questionnaire. 

3. Click on the Download button when presented and save the resulting PDF file 

4. Open the PDF file in a PDF viewer and view its PDF properties. 



Screenshots 

 

Business Impact - So What? 

Based on the version number that is revealed, an attacker can look up the vulnerabilities that affect the 
type and version of the library and target the server in scope. In this particular case, as the full name and 
version number of the PDF generating DevExpress’s XtraReport library is in use, this could result in a 
determined attacker identifying potential vulnerabilities in the revealed version and attack the server 
since user supplied data is being used to build the PDF. 

If a vulnerability is discovered in the particular version, any exploitation would occur on the server as 
this library is a server side component. This could result in an attacker gaining code execution 
capabilities on the server making the integrity of this data unreliable and potentially allowing an attacker 
access to the server itself. 

Solution 

It is recommended to mask the version number and name of the software. This will prevent easy 
inference of possible vulnerabilities affecting the server or the library. 

Mitigation 

While rendering the PDF, set the Producer and Author options to a different string, instead of letting 
the default values set in. The following code can be used as reference to achieve this: 



string reportPath = @"c:\\Temp\Test.pdf"; 
using (XtraReport1 report = new XtraReport1()) { 
 
PdfExportOptions pdfOptions = report.ExportOptions.Pdf; 
 
pdfOptions.PageRange = "1"; 
 
pdfOptions.ConvertImagesToJpeg = false; 
pdfOptions.ImageQuality = PdfJpegImageQuality.Medium; 
 
pdfOptions.DocumentOptions.Application = "Test Application"; 
pdfOptions.DocumentOptions.Author = "Test"; 
pdfOptions.DocumentOptions.Keywords = "Summary PDF"; 
pdfOptions.DocumentOptions.Producer = "Test" 
pdfOptions.DocumentOptions.Subject = "Subject"; 
pdfOptions.DocumentOptions.Title = "Document Title"; 
 
report.ExportToPdf(reportPath, pdfOptions); 

Recommendation 

Ensure that all system components, libraries and server side frameworks are updated periodically to 
prevent attacks from using vulnerabilities that are discovered in the wild or from misconfigurations. 

References 
• https://www.devexpress.com/Support/Center/Question/Details/T126170/pdf-export-pdf-

document-properties-info-discloses-devex-version-security-concern 

• https://documentation.devexpress.com/CoreLibraries/DevExpress.XtraPrinting.PdfExportOption
s.class 

• https://documentation.devexpress.com/CoreLibraries/DevExpress.XtraPrinting.PdfDocumentOp
tions.class 

• https://documentation.devexpress.com/XtraReports/DevExpress.XtraReports.UI.XtraReport.Exp
ortToPdf.overloads 

  



2. Name of author and software leaked via metadata of PDF file through 
the My Quotes feature 

Affected Assets 
• https://api-demo.lawfirmservices.co.uk 

Severity 

Low 

OWASP / CWE Mapping 
• [ OWASP-2013-A5 ] Security Misconfiguration 

• [ OWASP-2017-A6 ] Security Misconfiguration 

Technical Description 

The PDF file created as a quote for users to accept when signing up and available later under My 
Quotes feature contains the name of the software and author in the metadata. The name of the creator 
“David Green” and producer is Microsoft Word 2016 as obtained from the PDF meta data. 

Steps To Reproduce 
1. Login into the application and go to the “My Quotes” section 

2. Use an interception proxy like Burp to intercept the response coming from https://api-
demo.lawfirmservices.co.uk/api/v1/Document/Download/DOC-ID 

3. The response contains the name of the Author, David Green and the software used to create the 
PDF, Microsoft Word 2016 

Screenshots 

 



Business Impact - So What? 

In this particular case, the PDF files will be viewed by potential clients of the application and as such 
having information relating to internal technology that was used to create the documents would 
account as an information leak. 

An attacker may use this information to target individual members of the development team using 
phishing attacks. A user compromise could lead to access to sensitive internal company information, 
potentially even code and access to the internal network. 

Solution 

Remove the metadata before saving the document as a PDF file. 

Mitigation 

In Microsoft Word, once the document is finalised 

1. Click on File > Info > Inspect Document 

2. Click on the drop down button and select Inspect Document 

3. Make sure the Document Properties and Personal Information checkbox is selected 

4. Click Inspect and Remove All 

5. Close the dialog box and save as PDF 

References 
• https://support.office.com/en-us/article/remove-hidden-data-and-personal-information-by-

inspecting-documents-presentations-or-workbooks-356b7b5d-77af-44fe-a07f-9aa4d085966f 

  



3. Application does not clear LocalStorage upon logout 

Affected Assets 
• https://tenant1.hemmings-walker.co.uk 

• https://tenant2.hemmings-walker.co.uk 

Severity 

Low 

OWASP / CWE Mapping 
• [ OWASP-2013-A5 ] Security Misconfiguration 

• [ OWASP-2017-A6 ] Security Misconfiguration 

Technical Description 

The application at https://tenant2.hemmings-walker.co.uk/ and 
https://tenant1.hemmings-walker.co.uk/ set data in the localStorage during the login process. 
This data constitutes of the OpenID Connect Identifier, date when it was created, a nonce value, login 
authority and the client identifier variable. 

For shared browser instances, this allows a user to lookup the these values by simply browsing to any of 
the affected application endpoints and examining the localStorage of the browser. The application uses 
sessionStorage to store sensitive variables but these get removed upon logout. In this case, the 
localStorage is not deleted and a browser may end with the remnants of older logins. 

The client_id obtained from localStorage can be used to send to the /connect/authorize 
endpoint to return a valid JWT for sessions for an active session. Although, no attack is directly possible, 
it is recommended to move this information to sessionStorage or clear localStorage when a logout 
operation is performed as a malicious user may be able to generate a valid JWT if an active 
.AspNetCore.Identity.Application cookie is obtained. 

This has been rated low as there is some information leakage but it is not directly exploitable. 

Steps To Reproduce 
1. Browse to the application at https://tenant1.hemmings-walker.co.uk/ and let the 

redirect to login happen 

2. Once login is completed, logout of the application 

3. Login again with a different user under the same tenant 

4. Repeat steps 1, 2 and 3 

5. Open the browser Javascript console and type localStorage to see the variables from 
previous sessions 



Screenshots 

 

Business Impact - So What? 

Although not directly exploitable, the client identifier for the tenant is leaked to other users using the 
same browser. This could be a user of a different tenant endpoint who now has some information of the 
other tenant. From a business impact point of view, if a user manages to obtain the cookies of a 
different user then, using the data leaked, the user may be able to perform other tasks in the context of 
the tenant user. 

Solution 

Clear the localStorage when a logout occurs and just before data is going to be entered into the 
localStorage. 

Mitigation 

Execute the localStorage.clear() function to remove all entries from localStorage before 
adding new information and upon a user logout. 

Recommendation 

It is recommended to add any user session specific data to sessionStorage instead of 
localStorage so that the data is removed when the session is terminated/tab or browser is closed. 

References 
• https://www.owasp.org/index.php/HTML5_Security_Cheat_Sheet#Local_Storage 

  



Conclusion 

The application’s environment was found to withstand injection and parameter modification attacks. 
The backend is built with authentication and authorisation in mind that prevented any cross tenant data 
access to become possible. This was tested by manipulating the tokens, cookies as well as the host 
headers that the API’s use to send data back. The application exhibits sturdy access control and allows 
only valid and authorised users to perform actions. 

The new features implemented within the application, namely “My Tasks”, “My Quotes” and “Case 
Tracking”, along with individual subsets of these features like file upload and download were all checked 
for authorisation issues, Insecure Direct Object References and manipulation of access tokens in an 
attempt to gain access to cross user and cross tenant data. We were unsuccessful in achieving cross 
boundary access with the credentials that were provided to us. 

Multiple low severity vulnerabilities were discovered wherein the application leaks the name and 
version number of the library that was used to generate the PDF summary file under the “My Tasks” 
feature, via the PDF meta data section and the Authors name as David Green. 

It was also found that the application does not clear the localStorage within the browser when a logout 
is performed. 

The application is able to withstand attacks originating from an authenticated as well as an 
unauthenticated user session. No weaknesses were discovered that would allow cross user or cross 
boundary access to data or the account itself. 


